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ITPEACTABJIEHUE
00 yCTpaHeHUY MPUYUH U YCIIOBUH, CIIOCOOCTBYIOIIHX Pean3alun yrpo3
6e3onacHoct Poccuiickoit Oenepannm

PykoBozncTBysch myHKTOM «i1» cTathH 13 u crateéit 13.1 ®@emepansHOro
3aKoHa oT 3 ampens 1995 r. Ne 40-D3 «O denepanbHoii cryx6e 6e30macHOCTH
(masee — @enepanbHei 3aK0H) YipasneHue OenepanbHoi CTy 65l 6e30MACHOCTH
Poccuiickoit ®enepamyu 1o KpacHomapckomy kparo (mamee - Ynpagnenue)
obpariaeT BHUMaHKE HA TO, YTO:

1.  Bamu He NMpeANPHHEMAIOTCS IOCTATOYHEIE MEPHI IO OOECIIEYEHHMIO
be3omacHOCTH MHOOPMAIMOHHEIX PECYPCOB AIMMHHCTPALMH AXTaHH3OBCKOIO
CENIbCKOro IIOCeNeHus TeMpIoKcKoro paioHa (Hamee — AIMHHHMCTPALHS), 9TO
IPUBOAUT K BOSHMKHOBEHHUIO IIPUYHH M YCIOBHUM, CIIOCOOCTBYIOMIUX pealH3aliiu
yrpo3 6esonacHoctr Poccutickoi ®enepanum.

B gacTtHOCTH:

B coorBeTcTBME C IyHKTOM «@» CTaTteu 12 DenepanbHOTO  3aKOHA,
B XOJi€ MPOBEJCHHS OIEPATUBHO-PO3BICKHEIX MEPONPUATHN YCTaHOBIEHO, YTO B
HapyImIeHuH II. 6 4. 4 cratbu 16 @enepansHoro 3akoHa ot 27 mois 2006 roxa
Ne 149-03 «O6 wHOpMamuy, HHGOPMAMOHHEIX TEXHOIOTMAX H O 3aIlUTe
uHpopManum» (nanee — Denepanbubii 3akoH Ne 149) B AIMUHUCTpaIMy He

obecrieueH ITOCTOSHHEIN KOHTPOJIb 3a obecrieueHIEM YPOBHA 3aIUINECHHOCTH

uHpopMami MHTepHeT pecypca www.ahtanizsp.ru, HMerOIIEro IP-anpec



176.99.4.205;

- B HapymeHue I. 1 4. 4 ct. 16 @enepanbHoro 3axkoHa Ne 149 Ha caiite
AIMUHHCTpaluM He o00ecledeHo MpeOoTBpalieHHe HeCAHKIMOHUPOBAHHOTO
mocTyna K MHpopManuy W (WIM) Iepefadd ee JMIaM, He MMEIOIIUM IIpaBa Ha
JOCTYT K uH(pOpMaIiuu:

- Ha BeO-cepBepe AJIMMHMCTpalliK OOHAPYXKEHO yCTapeBIlee IPOrpaMMHOe
obecriedenrie Apache HTTP Server 2.4.10, 9ro MoXeT HpuBecTH K 06XOIy
37IOyMBIIIJICHHUKOM OTpaHWYeHHM 0e30IacCHOCTY, BBIIONHEHUIO MIPOM3BOIBEHOIO
KOoJia ¥ T.J.;

- obHapyxeHBl pacinmpenus Gpaysepos or Adobe Reader, mossossormue
BBITIOJIHUTE aTaKy THUIIA «MEXCalTOBOE BHIIIOJHEHWE CKPHIITOBY». JIaHHBIH THII
aTaKy MO3BOJIAET BBIIONHUTH IPOM3BOJIBHEIE NEHCTBUSL B KOHTEKCTE aTaKyeMOro
ITOJIB30BATEIIS;

- OOHapyXeHa ys3BHMOCTb, KOTOpas IIO3BOJMT IEPENONHUTE Oydep, uTo
MOXET IIPUBECTH KaK K Pas3riailleHui0 HHQOPMAIUH, 0TKa3y B 00CIyKHBaHHUE TaK
U BBIITOJTHEHUIO MIPOM3BOJIBHOrO KOJIa Ha CTOPOHE CepBepa.

IprauHO¥ BO3HMKHOBEHHSI yrpo3 0e30MacHOCTH ABISETCS HeHaIJlexKalee
HCIIONHEHHE  OTBETCTBEHHBIMH B  AIMWHUCTpAlMd 3a  ObOecIeueHue
MH(QOPMAlOHHOA 6€30MaCHOCTH JHIAMY [PABWI W HOPM, IPEIyCMOTPEHHBIX
(enmepanpHEIME 3aKOHAMHM W WHBIMH HOPMATHBHBIMH aKTaMd Poccmiickoii
Oenepalliy, PEraMEHTUPYIONUME BOIIPOCE! OGeCleYeHus] HH(BOPMALHOHHOM
6€30MacHOCTH.

YcnoBusi,  CHOCOOCTBYIONME — pealM3allii  yrpo3  0e30macHOCTH,
C()OPMHPOBANUCE B pe3ylbTaTe HENPUHATHI B TIIOJHOM OOBEME Mep TI0
ODECIICYEHHIO 3AIUTE WHPOPMAIUOHHBIX PECYPCOB M OTCYTCTBHS KOHTPOJS CO
CTOPOHBI PYKOBOZCTBA A IMUHUCTPALMH 34 UX UCIIOTHEHHUEM.

2. Jlnst ycTpaHeHHs IPUYMH ¥ YCIOBHUH, CIIOCOBCTBYIONTHX pealli3alliy
yrpo3 6e3onacHocty Poccuiickoit ®Oeneparum, HEOOXOIAMO:

- OpraHW30BaTh W O0ECIEYNTH TOCTOSHHEIM KOHTPOJNB 33 MOIACPKAHHEM
YPOBHS 3aIMINEHHOCTH HH(pOpMamy Ha VIHTepHeT pecypce AIMHUHHCTpALAL,

- TIPOHM3BECTH OOHOBIEHHE MPOrpaMMHOro obecredenus Apache HTTP

Server 10 aKTyalbHOM BEPCHN;



- ynamuth Bce PDF daiinbl, momectwB HX B apxuB, JM60 HACTPOHTE
3aroioBok Content-Disposition: attachment;

- IIPOAHANM3UPOBATE HCXOMHBIN KO, UCKIIFOYMB M3 BBIOa4l UHPOPMALIHIO O
BHEIIHUX OINMOKaxX cepBepa, a TakKe BBECTH JOIOJHMTEILHEIN KOHTPOJIb
BXOJIHBIX TAHHBIX;

- IPOBECTH JOIOJHUTEIbHBIE 3aHATUS MO OOYYEHUIO OTBETCTBEHHBIX 3a
obecrnieueHne UHPOPMAIMOHHOH GE30MacHOCTH COTPYMHHKOB AIMHWHUCTPALUH B
OTHOIICHUU TPeOOBaHUM NEHCTBYIOMEro 3aKOHOMaTeNbCTBA PD B cdepe 3amUTHL
uHGOpMaIVH; »

- HOAKIIOYHUTE BeO-CepBep K CUCTeMe OGHApYXeHWs, IpeIylpexIeHus 1
JMKBUJIAIIMY IIOCIEACTBHN KOMITBIOTEPHBIX aTaK.

3. Hempunsatre Mep 1o yCTpaHEHWEO IPHYKH U YCIIOBH, CIIOCOOCTBYIOIIHMX
peanusanuu yrpos GesomacHocTH Poccuiickoit ®emepanuu, Mosxker IIPUBECTH K
COBEPILICHUIO TPECTYIUICHUH, NO3HAHHWE M IpeIBapUTEIbHOE CIENCTBHE IIO
KOTOPBIM OTHECEHO 3aKOHOM K BeneHuro opranos ®CB Poccuw.

4. IlpenmaraeTcst paccCMOTpeTh IPEICTaBIeHHe U B MECSIHbIIN CPOK CO JTHS
€ro IONYYCHHUs] COOOIIUTH 00 YCTPAaHEHUW BBISBIECHHBIX IPHYUH U YCIOBUH,
CIIOCOOCTBYIOMIUX PeallM3alMy YTPo3 6e30macHocTd PoccHiickoi Denepanuu.

5. PazpacHsieT 0 HeoOXOAUMOCTH uHpopmupoBarus Y®CBE Poccum mo
KpacHonapckomy kpaio 06 06CTOATENbCTBAX, IPETATCTBYIOIUX YCTPAaHEHHIO
IPHMUH M YCIOBHH, CIOCOOCTBYIONIMX pealu3alMd yrpo3 6e30MacHOCTH

Poccuiickoit @enepanyu.

Hawansank Yupasnerus HN.C. Komocos




